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1
Decision/action requested

It is proposed to add a new key issue. SA3 is kindly requested to approve this contribution.
2
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3
Rationale
It is proposed to approve the following changes in TR 33.840.
4
Detailed proposal
*** START of CHANGE ***
X.Y
Key Issue #XX: The protection of multi-CU-UPs connectivity
X.Y.1
Key issue details
In RAN3, TR 38.323[xx] proposes a scenario that one UE connects to multiple gNB-CU-UPs. Different gNB-CU-UPs may belong to different owner within one gNB, e.g. one gNB-CU-UP is deployed for normal use and another gNB-CU-UP is deployed for carrying sensitive data related to the third party.

As we know, in order to prevent the spread of security threat, security key isolation is always be adopted to prevent security threats such as, key leakage. So that, we need to introduce some security schemes such as forward security and backward security mechanisms to make key isolation between two different base stations. 
For the new gNB split architecture proposed by RAN3, there is no clear security mechanism description for these multi-CU-UPs scenario in current TS 33.501[yy].

From security perspective, it needs to consider whether different UP connections are protected by different security keys or not. It should conform to the fundamental principles of security isolation for the RAN security. At the same time, it also needs to meet the requirements of the third party, as some of these connections may provide special service data for the third party, which may involve some sensitive information. The authority of the third party does not want to use the same key as the public network to ensure the security of private data.
X.Y.2
Security threats
If all of the gNB-CU-UPs use the same key, tampering at one gNB-CU-UP will compromise other gNB-CU-UPs.

X.Y.3 Potential security requirements
Different security keys should be used for the protection of multi-CU-UP connectivity.
*** END of CHANGE ***
